
Ports Protection and Cyber Security 
based on the example of the 
Port of GdaŃsk  Authority S.A. ( PoGA )



STRUCTURE OF THE PORT
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OUTER PORT 

INNER PORT

Ground      2 ,473 ha

Port water areas  13 ,515 ha * 

* Regulation of the Minister of Transport, Construction and Maritime Economy of May 29, 2012, on the determination of the bound ary of the seaport of GdaŃsk from the sea, roadstead, and land side



Strategic Context

ÅEuropean ports are key nodes in both economic and 

defence supply chains.

ÅThe Port of GdaŒskis:

ÅPolandôslargest seaport ,

Å9th among the largest EU ports

Å1st in the Baltic Sea in terms of the number of 

containers handled

ÅA TEN-T core network port ,

ÅA critical entry point for EU and NATO operations in 

the Baltic region.

ÅStrengthening military mobility enhances both security

and resilience of Europe.

Source: portgdansk.pl



ORGANIZATIONAL STRUCTURE OF THE PORT
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Regulation of the Minister of Infrastructure of November 24, 2021, on the determination of port water areas and publicly available facilities, devices, and installations that are part of port infrastructure for each port of 
key importance for the national economy.

AREAS MANAGED BY PoGA APPROACH CHANNELS

Grounds   ɩ 690 ha 
Water area ɩ 412.56 ha*

PoGA grounds ɩ 690 ha 

PoGA water area ɩ 412.56 ha*

Port boundaries
 



RESPONSIBILITIES IN THE AREA OF SECURITY 
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* According to the Act on the Protection of Navigation and Seaports of September 4, 2008
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Á implementation of security level 2 for 
a Port of Port Facility 

Á submitting a request to the minister 
responsible for maritime economy to 
implement security level 3 for a port 
or port facility

Á execution of the tasks of the port 
security authority

Á development of the port or port 
facility security assessment

Á development and supervision over 
the implementation of the port 
security plan, execution of the tasks 
of the regional contact point

Á cooperation with the PFSO (Port 
Facility Security Officer), CSO 
(Company Security Officer), Border 
Guard, Police, State Fire Service, and 
Customs and Tax Service in order to 
implement, as specified by law, the 
protection of navigation and ports

Á implementation of security in the 
port area, as specified by the 
Maritime Navigation and Ports 
Protection Act and the port security 
plan

Á implementation of the Port Security 
Plan

Á cooperation with the port security 
authority (Maritime Office) and the 
Port Security Officer (Port Captain)

Á cooperation with the PFSO (Port 
Facility Security Officer), CSO 
(Company Security Officer), Border 
Guard, Police, State Fire Service, and 
Customs and Tax Service to 
implement, as specified by law, 
security in the port area and to 
ensure the conditions for them to 
perform their duties

Á development and implementation of 
the Port Facility Security Plan

Á appointment of the PFSO (Port 
Facility Security Officer) and 
ensuring close cooperation with the 
Port Security Officer

Á issuance of an identification 
document to the PFSO (Port Facility 
Security Officer)

Á cooperation with maritime 
administration authorities, the Border 
Guard, the Police, the State Fire 
Service, and the Customs and Tax 
Service to implement security within 
the port facility area, in accordance 
with the provisions of the law and the 
port facility security plan.

Á provision of technical and financial 
resources for the implementation of 
tasks related to the security of the 
port facility, taking into account the 
recommendations resulting from the 
port facility security assessment



ISPS CODE IN THE PORT OF GDAłSK
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PSO
(Port Security Officer)

Port Security Officer т Harbour Master

PFSO
(Port Facility Security Officer)

Oficer Ochrony Obiektu Portowego

Port Security Authority
т Regional Contact Point

Maritime Office

P(O)FSO
(Port (Object) Facility Security Officer)
Oficer Ochrony Obiektu Portowego A

P(O)FSO
(Port Object Facility Security Officer)
Oficer Ochrony Obiektu Portowego B

CSO
(Company Security Officer)
Oficer Ochrony Armatora

SSO
(Ship Security Officer)
Oficer Ochrony Statku

P(O)FSO
(Port Object Facility Security Officer)
Oficer Ochrony Obiektu Portowego n



SECURITY SYSTEM IN THE PORT OF GDAłSK
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ARMED RESPONSE POSTS

24/7 SECURITY 
CHECKPOINTS

INTERVENTION GROUPS

ENTRY CHECKPOINTS



CCTV VIDEO SURVEILLANCE IN THE PORT OF GDAłSK
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Á148 PAN-TILT ZOOM CAMERAS

Á525 FIXEDɩPOSITION CAMERAS 

Á4 MOBILE SURVEILLANCE CAMERAS

Á4 SHIP-MOUNTED CAMERAS

Á46 LICENSE PLATE RECOGNITION CAMERAS

Á16 CAMERAS ON MOBILE SECURITY TOWERS

Á6 THERMAL CAMERAS

MOBILE SYSTEMS

CCTV MONITORING POINTS

EXAMPLE IN THE DUTY FREE ZONE

749 CAMERAS


